
NIKUL SUTHAR
CYBER SECURITY ENTHUSIAST

ABOUT ME
I’m Nikul Suthar, a B.Tech Cybersecurity student with a strong interest in Cybersecurity,

Open Source Intelligence (OSINT), and real-world threat detection. Rather than only

learning tools, I focus on understanding how cyber threats actually work — from social

engineering scams and phishing attacks to data breaches — and developing practical,

intelligence-driven approaches to identify and prevent them. I actively explore ethical

hacking, threat analysis, and cybercrime investigation, applying OSINT techniques and

security tools to analyze digital threats. I have also developed awareness-focused tools

such as the Fake Job Offer Analyzer, designed to help people detect scam patterns using

public data and logic-based analysis, even without advanced coding. My goal is to build

solutions that create real-world impact by improving cyber awareness and strengthening

digital security.

+91 8153966771 nikulsuthar263@gmail.com Ahmedabad, Gujarat

EDUCATION

B.Tech Cyber Security

Higher Secondary

Indus University 2024-2028

Shree Swaminarayan International School | 2022-2024

Shree Swaminarayan International School | 2020-2022

Secondary

TECHNICAL SKILL

Offensive Security Tools 

Burp Suite  

Metasploit 

Hydra 

Medusa 

Ethical Hacking 

Social Engineering 

Vulnerability Assessment  (Basic)

OSINT & Info Gathering 

Spiderfoot 

Nmap 

Shodan 

WhatsMyName 

Recon-ng 

Google Dorking 

Maltego 

SpiderFoot 

Socmint

Imint

Geoint

Humint

Darkweb

Programming & Databases 

HTML 

Python 

MySQL  (Basic)

Oracle  (Basic)

Arduino IDE  (Basic) 



Networking & Security 

Networking  (Basic)

Linux Windows Security 

Indian IT Act 

Cyber Law Basics 

Security Basics 

Design & Documentation 

GitHub 

VS Code 

Canva 

Figma 

SketchUp 

AutoCAD

SOFT SKILL

Analytical Thinking

Investigation Mindset

Ethical Decision Making

Research Skills

Threat Hunting

Problem-Solving 

Emotional Intelligence

Effective Communication 

LANGUAGE

English

Hindi

TECHNICAL SKILL

Gujarati

Marwadi

PROJECT

Fake Job Offer Analyzer
Detect scam job offers using red flag detection and logic-based filters.

Cyber Crime Help Tool
Guide victims to report cyber fraud with FIR steps, complaint builder & scenarios.

CERTIFICATION 

Cyber Crime Investigator
DefroniX Cybersecurity Pvt Ltd.
ID: DCCI287

Ethical Hacker
Cisco Networking Academy

Intro to Cybersecurity
Cisco Networking Academy

Phishing Prevention Specialist
Hack & Fix Academy
ID: 4928-4035-3872-2511

ISEA Cyber Security Pledge
Ministery Of Electronic and Information Technology Government of India
ID: ISEA/PDG/EVERYONE/063961

CyberJob Simulation
Deloitte
ID: nHirxtCrjmSFjKkCc

Cybersecurity Analyst Job Simulation
Tata Technologies | Forage
ID: mg2pXjdPo76Ki6vGi

Cybersecurity Job Simulation
Master card | New york job ceo council
ID: GFWujGeuy3tJF5fyE

Cybersecurity Job Simulation
AIG | New york job ceo council
ID: GFWujGeuy3tJF5fyE

Data Visualisation
Tata Technologies | Forage
ID: gT9ppazPfyRc6WL65



CERTIFICATION

Email Forensic Essentials
Systools Simplifying Technology
ID: SYSMX261928 

Incident Response Essentials
Systools Simplifying Technology
ID: 

Data Wipe Essentials
Systools Simplifying Technology
ID: 

Cyber Security Essentials
Systools Simplifying Technology
ID: 

Digital Forensics Essentials 
Systools Simplifying Technology
ID: 

Cybersecurity Educator Professional
Red Team Leader
ID: 19db5543557d0120
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